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Abstract—In the biomedical research community, transmitting
a patient medical record via wireless means to an administrative
centre or other medical centres is increasingly common. However,
due to the open nature of wireless media, the security of such a
system is a major concern, so, it is desirable to have a reliable
security scheme. Amidst the numerous methods used to secure
medical data, encryption schemes are becoming more popular
due to their performance and relative simplicity. In this study,
the performance of some data encryption and decryption schemes
used to secure medical data is evaluated. These schemes are
Blowfish, DES, AES, RC4, RSA, ECC, CBE, MTLM and CEC.
The performance of these schemes was assessed through their
execution time, throughput, average data rate and information
entropy. For this performance assessment, some medical data
were used for this task. The results showed that the performance
of CBE, MTLM and CEC was better. CBE and MTLM offer
a secure way to encrypt data with a significant reduction in
the execution time. Moreover, if some of these schemes were
combined to form a hybrid system, an enhancement in the
security of medical data over wireless communication networks
is guaranteed.
Keywords—Data security, decryption, encryption, healthcare
system, medical data, wireless media.
I. INTRODUCTION
The wireless communications market has enjoyed signif-
icant growth over the years. Moreover, with the recent ad-
vancement in the internet of things (IoT), the biomedical
research community is moving towards transmitting a sig-
nificant amount of clinical data (such as patient medical
data) from a workstation to a remote centre via wireless
communication networks [1]. For example, Fig. 1 presents
an example of medical data being measured, processed and
transmitted to a distant medical centre via a wireless medium.
As illustrated in Fig. 1, medical data is protected in order to
avoid eavesdropping by digitizing the image and the resulting
digital sequence encrypted into an unintelligible image [2].
Fig. 1. Secure medical data transmition over a wireless media [3].
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As illustrated in Fig. 1, the transmission of patient medical
information such as the electrocardiograph (ECG) to a remote
centre by wireless means is becoming increasingly common in
the biomedical research community. Some medical regulations
require the sharing of medical data beyond a single inter-
disciplinary medical centre [1]. Therefore, utilizing sensors
planted on human body, this medical data can be measured
and transferred to a processing hub. Thereafter, the processed
information can be transferred to a remote centre through a
wireless medium. Moreover, with the rapid development of
micro-electro-mechanical-systems (MEMS), smart sensors are
been deployed to several areas of healthcare services such as
wireless body area networks (WBANs) [4] shown in Fig. 2 to
track clinical data and health status of patients.
Fig. 2. WBANs deployment in healthcare system [4].
In a WBAN, sensor nodes are positioned near the cloth or
occasionally implanted on the skin to track the patients health
[5]. These sensors, such as a temperature sensor, for example,
measures a patients body temperature while other wearable
devices may provide a patient’s pulse rate information. The
sensor readings are transmitted to a remote admin centre
via wireless media. This seamless capacity and continuous
interchange of medical information in real-time have made a
WBAN a promising sensor technology to enhance healthcare
services [6]. However, the security of this system is a challenge
due to the open nature of wireless media, which makes it
exposed to various attacks from unauthorized users. Thus,
the security of medical data is a major concern in e-health
monitoring as all entities could access open wireless media
such as the internet environment. This raised a question about
the leakage to an unauthorized party, of patient’s private
physiological data. In the case of a jamming attack [7],
the content of this data may be compromised to deceive a
medical professional. Therefore, protecting patient medical
information is vital. For secured data transmission over a
wireless communication medium, numerous methodologies
have been developed. These methodologies are known as en-
cryption and decryption schemes. These schemes are algorithm
way of transforming sensitive information to a form that an
unauthorized recipient cannot read. Usually, this is accomplish
via an encryption formula and a key to hide its meaning,
making it strenuous for any competitor to retrieve the original
information. Fig. 3 illustrates an encryption and decryption
process used to secure a plaintext data. As shown in Fig. 3, the
encryption process is executed at the sending end, where the
plaintext is encrypted/coded with the use of a key (sequence
of N-bit) to form a ciphertext. The ciphertext sent over the
wireless media can only be decrypted/decoded by personnel
having the correct decryption key to retrieve the original data.
Fig. 3. Illustration of an encryption and decryption process.
Earlier studies classified these schemes into symmetry and
asymmetry encryption schemes [8–10]. Each of these schemes
has one advantage over the other. The former uses a single key
for the encryption and decryption process. Encrypting data
using this scheme is relatively faster, however, such a scheme
is faced with key management challenge. If anyone knows
the key, the entire system collapses as all entities with the
key can easily access the data. On the other hand, asymmetry
encryption schemes utilise two separate but mathematically
related keys; one key is deployed for encryption, while the
other is deployed during decryption. This scheme overcame
the key management concern; however, it is computationally
demanding.
In the past and in recent times, many studies have been
accomplished using encryption schemes to secure medical data
across wireless communication media [1–6, 11–18]. However,
we postulate that based on the level of clinical data importance,
the performance assessment of these schemes is essential for
secure data transmission in healthcare systems. Therefore,
this paper presents a performance assessment of some of the
encryption schemes used to secure medical data. The authors
are optimistic that the assessment of these schemes could
provide useful information on which schemes perform better
and are suitable for use in healthcare systems. Consequently,
for application in the healthcare system, a robust encryption
scheme could be developed for data transmission over future
generation wireless media. The paper is arranged as follows.
Section II presents the methodology, overview of the schemes
and the metrics used to assess the performance of each scheme.
Section III outlines the results obtained from the assessment.
Finally, Section IV presents the conclusion and future work.
II. RESEARCH METHOD
This work involves examining the performance of some data
encryption schemes to secure medical data when transmitted
via wireless communication media. The performance metrics
used to evaluate these schemes are based on their execu-
tion time, throughput, the average data rate and information
entropy. At first, an overview of the operation involved in
some of these schemes is presented before evaluating the
performance.
A. Overview of the Assessed Data Encryption Schemes
In this section, an overview of the encryption and decryption
process of Elliptic Curve Cryptography (ECC), Rivest Cipher
4 (RC4), Blowfish and the Chaos-Base Encryption (CBE)
schemes is presented. The Rivest-Shamir-Adleman (RSA),
Data Encryption Standard (DES), Advanced Encryption Stan-
dard (AES), Cyclic Elliptic Curve (CEC) and Mixed Trans-
formed Logistic Map (MTLM) encryption and decryption
processes could be found in [15, 16, 19, 20].
1) Elliptic curve cryptography (ECC) scheme: This is an
IEEE P1363 standardised scheme. It is a public-key (asym-
metry) encryption scheme based on the algebraic structure
of elliptic curves over finite fields. The ECC requires short
keys than non-ECC encryption schemes to give virtually the
same security [21]. It is therefore regarded as an alternative
method for implementing public-key encryption schemes. The
encryption and decryption processes is briefly illustrated in
Fig. 4. The scheme consists of three stages, namely key
generation, encryption and decryption. Fig. 5 illustrates the
key generation process for the ECC scheme.
Fig. 4. ECC encryption scheme [21].
Since the ECC scheme uses an elliptic curve for its op-
eration, its key generation algorithm begins by finding point
Ep(a, b) : y
2 = x3+ax+b on an elliptic curve and also select-
ing a point e1(x1, y1) on the curve such that 4a3 + 27b2 6= 0
if e1 is odd and b 6= 0 if e1 is a power of 2. An integer d is
Fig. 5. ECC key generation flow chart adapted from [21].
also selected as a private key. The algorithm then computes
the estimate of e2(x2, y2) as [21]
e2(x2, y2) = d× e1(x1, y1) (1)
Thereafter, the public key is published as e1, e2. The private
key is kept secret and used during the decryption process. At
the sending end, the image data P , after transforming into
a series of binary bits, is combined with the public keys e1
and e2 with a randomly generated number r, giving rise to
encrypted (cipher) data C1 and C2 as
C1 = r × e1
C2 = P + (r × e2)
}
(2)
The encrypted data C1 and C2 are sent over a wireless
communication medium. At the other end, the receiver uses a
private key d on the cipher data to retrieve the original data
P as
P = C2 − (d× C1) (3)
2) RC4 encryption scheme: This is a symmetric key
encryption scheme that utilises the same key during both
encryption and decryption processes. The data to be
encrypted is digitized and XORed with a generated key
sequence. RC4 scheme uses 1 to 256-bit state variable key.
Its operation includes both the key initialisation and the
encryption/decryption process. The pseudo-code [22] in
algorithm 1 illustrates the key initialisation process.
Algorithm 1: RC4 key initialisation process
1. Start
2. j=0;
3. for i=0:255 and S[i] = i;
4. Compute j = (j + S[i] +K[i])mod256;
5. Swap S[i]&S[j];
6.end for i;
6. Stop
After the key initialisation process, the encryption operation
is given by the sets of pseudo-code shown in algorithm 2.
By reversing the encryption operation, the original data can
be retrieved.
Algorithm 2: The encryption process
1. Start
2. i = j=0;
3. for k = 0 : N − 1; {
4. i = (i+ 1)mod256;
5. j = (j + 1)mod256;
6. Swap S[i] & S[j];
7. Compute Ks = S[(S[i] + S[j])mod256];
8. % Ks denotes the key stream;
9. % The encrypted data C is given as;
10. C =M [k]⊕Ks;
11. % where M [0, ...., N − 1] denotes input data bits.
12. end for k }
13. Stop
3) Blowfish encryption scheme: The Blowfish scheme is
designed by Schneier [23]. It is an unpatented and licensed
free data securing. The scheme has a 16 round of key-
dependent operations, and the input data to be encrypted is
transformed to a 64-bit data element. The encryption process
may be achieved using the pseudo-code [24] in algorithm 3.
Algorithm 3: The Blowfish encryption process
1. Start
2. % Divide the data element x into 32-bits halves; left
half; xL and right half xR;
3. for i = 1 : 16;
% i is an integer representing the number of operations.
4. xL = xL⊕ Pi;
% Pi is the key bits
5. xR = F (xL)⊕ xR;
6. Swap xL and xR;
% after the 16th round, undo the last swap by swapping;
xL and xR again;
7. Then, compute xR = xR⊕ P17; xL = xL⊕ P18
% to get the encrypted data, xL and xR are recombined;
% the decryption is a reverse process of the above.
8. end for i
9. Stop
4) Chaos-base encryption (CBE) scheme: The encryption
and decryption process of a CBE scheme is based on confusion
and diffusion principles. That is chaotic confusion and pixel
diffusion [17, 18]. The former employs chaotic maps to
accomplish the confusion of pixels. In the later, a plain image
is altered and the value of each pixel changes one by one by
the chaotic confusion stage. Encryption process is described
by the following steps [17, 18]:
• Establish a mapping scheme of trajectory;
• Select an initial condition and a parameter key;
• Set the initial condition as current trajectory and iterate
the chaotic equation xn+1 = rcxn(1− xn) until the tra-
jectory reaches the stopping point for each data symbol.
A logistic map [25] is used to produce the iterates using
the chaotic equation by selecting the parameter rc for the
chaotic regime and x0 ∈ (0, 1) for the initial condition.
A set of large numbers of these iterations [∼ 60, 000] is
referred to as the trajectory [25].
• Store the number of iterations as a cipher and encrypt the
next data stream with the current trajectory.
• Produce the cipher and repeat the process. For details
analysis of this scheme, the reader is referred to [17, 18].
B. Performance assessment metrics
Each of the schemes was used to encrypt and decrypt
six medical data samples shown in Fig. 6, of different sizes
ranging from 51 kB to 100 kB. The simulation time for
encryption and decryption was recorded in each case, and the
throughput (MB/s) [20] estimated thus;
TP =
∑(Ds
St
)
(4)
where TP denotes the throughput of encryption/decryption,
Ds is used to represents the size (kB) of the medical data en-
crypted or decrypted while St is the simulation time (seconds)
used to execute the encryption or decrypting process. More-
over, the average data rate (MB/s) may be estimated using
(5) [20].
ADR =
1
NT
N∑
i=1
Di
Si
(5)
In (5), ADR denotes the average data rate of encryption or
decryption, Di represents the size (kB) of the ith medical
data encrypted or decrypted while Si is the simulation time
(seconds) used to execute the encryption or decryption of the
ith medical data. Also, i is a positive integer that range from
(i = 1, 2, .....N). For this study, the number of medical data
encrypted N = 6.
Fig. 6. Medical data samples used for the simulation.
In addition, information entropy is evaluated. This is a
criterion used to evaluate the strength of an encryption scheme.
It concerns the expected amount of information that can
be inferred from the encrypted image. The entropy of an
information H(s) may be expressed as [16].
He(S) = −
M∑
i=0
P (si)log2(P (si)) (6)
where M denotes the total number of symbols (si ∈ S) in the
information S while P (si) is used to represents the possibility
of occurrence of symbol si from the information. If He(s) ∼=
8, such scheme is considered safe against an entropy attack
[16, 17].
III. OBTAINED RESULTS
The data encryption schemes have been used to encrypt
six medical data in a Microsoft visual C sharp environment,
performed on an Intel(R) Core i7-2620M, 2.7 GHz processor
with Windows 8.1 platform. Fig. 7 and Fig. 8 show the
simulation time used to perform the encryption and decryption
of the data.
Fig. 7. Simulation time for encryption.
Fig. 8. Simulation time for decryption.
In Fig. 9 and Fig. 10, the encryption and decryption through-
put for the schemes is presented, while in 11 and Fig. 12, the
average data rate for encrypting and decrypting these data is
presented.
Fig. 9. Encryption throughput.
Fig. 10. Decryption throughput.
A. Analysis of Results
The simulation time gives an indication of the running
speed of the schemes. In real-time applications for healthcare
systems, this is fundamental for a good scheme. It is important
to mention that this speed depends on the CPU structure and
the RAM size. It may be inferred from Fig. 7 and Fig. 8 that
both the CBE and MTLM has the lowest simulation time. They
show better performance than other schemes under the same
data size. It also takes more time for AES and RSA schemes to
encrypt/decrypt the data. The CBE scheme has a significant
reduction in the execution time with a total execution time
of about 143 milliseconds (ms) for all the data. The MTLM
and CEC have a total execution time of 211 ms and 224 ms
respectively. However, during the decryption process, the total
execution time due to these three schemes are 96 ms for CBE,
202 ms for MTLM and 234 ms for CEC respectively. This
shows that the CBE and MTLM spent less time during their
decryption process when compared to the CEC counterpart.
Considering Fig. 9 and Fig. 10, it may be observed that
CBE and MTLM have higher throughput in both cases.
Consequently, they consume more CPU power during these
processes. The throughput of a scheme varies inversely as
the CPU power consumption [26]. Thus, in this respect, the
Fig. 11. Average data rate for encryption.
Fig. 12. Average data rate for decryption.
throughput of the AES scheme can be considered better than
other schemes for both encryption and decryption processes.
Moreover, with regard to the average data rate for encrypting
and decrypting the data as presented in Fig. 11 and Fig.
12, it may be observed that CBE, MTLM and CEC has a
high data rate (with the CBE scheme having the highest).
During the encryption process (Fig. 11), the data rates due
to CBE, MTLM, and CEC schemes are 3.492 MB/s, 2.222
MB/s and 2.087 MB/s respectively. However, during their
decryption process, 4.840 MB/s, 2.292 MB/s, and 1.960
MB/s data rates were observed. This shows that the CBE and
MTLM offer a higher data rate during their decryption process.
The data rates for both RSA and AES schemes is relatively
low during both processes. In general, the three schemes (CBE,
MTLM and CEC) can be used to encrypt/decrypt more data
in a few seconds, than any other schemes presented in the
figures.
Table I reports the information entropy for the assessed
encryption schemes. As shown in Table I, it was noticed
that CBE and MTLM have an entropy of 7.991 and 7.821
respectively which are closer to the conceptual value of 8
than the remaining schemes. Therefore the data content during
encryption process of such schemes can be considered safe
against an entropy attack than other schemes presented. The
entropy results for both DES and AES indicate that secure
information transmission with both schemes is far less good
than those of CBE and MTLM.
TABLE I
ENTROPY RESULTS FOR THE ASSESSED ENCRYPTION SCHEMES.
S/N Encryption scheme Entropy value
1 DES 5.791
2 RSA 6.221
3 AES 5.832
4 RC4 6.021
5 Blowfish 6.122
6 ECC 6.322
7 CBE 7.991
8 MTLM 7.821
9 CEC 6.312
IV. CONCLUSION
In this paper, the performance of nine different data en-
cryption schemes for securing medical data is presented. The
results obtained showed that CBE, MTLM and CEC schemes
show better performance in terms of simulation time, the data
rate of encryption and decryption, and the entropy. Moreover,
it was observed that CBE offers a secure way to encrypt data
with a significant reduction in the execution time than all other
schemes. Also, DES and RSA require more time to encrypt
data.
We are at the dawn of the 21st century, where several key
events in technological improvements have been encountered.
And with the improvement in computing power, many de-
crypting schemes are being developed, raising fears about a
robust security scheme for clinical data transmission over the
open wireless media. Therefore, if some of these schemes such
as CBE and MTLM/CEC were combined to form a hybrid
system, an enhancement in the security of healthcare medical
data transmission across the wireless communication media
may be guaranteed. In general, improved research studies are
necessary for the provision of active security schemes for
today’s and future generation wireless network, which may
be used in healthcare systems.
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